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Abstract

This paper addresses modeling real-time risk manage system. Risk assessment is a very
important decision tool for investments to suppbusiness. When it comes to money no
business wants to pay for anything that it doesnesd, that's why risk assessment has it's
significance. If organization analyzes risks, istlia employ a very experienced people which
may lead to excessive expenses.

To make risk management effective a solution pregas real-time risk management system
that collects alerts and log files from differegst®ms and based on experience, gained from the
previous analysis, analyzes risks. To improve alVesecurity, risks must be analyzed at least
once a day for an important systems, but as théemat fact risk management is time and
recourse consuming, usually it is done once a f@aeach information system. An automated
real-time risk management system will solve thebfgm and there will be no unnoticed
vulnerabilities.

A proposed solution for real-time risk managementsing unified threat management system
which provides alerts and log files for analysid @ecision making.

If all possible vulnerabilities and threats are putcount, system will be able to make right
decisions how to minimize risk very quickly, whighll save information systems from threats
exploiting vulnerabilities and will save money.

Keywords: Risk, risk management, real-time risk mamgement, effective risk
management, neural networks.
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1. Introduction e How do infrastructure changes impact security
levels?
Nowadays risk management becomes ane What is the right priority of remediation
important part of business, because mitigatingigksr actions?

is much cheaper than fighting with circumstanceRisk assessment is concerned with understanding the
caused by a threat. Risk management helps bugimeséffects of adverse events on a decision, planatrev

be sure that nothing bad — like loosing importaatiad of an asset: an assessment not of what did happen i
or even a whole business for some period will happethe past but of what could happen in the futurevef
With IT risk management we may draw parallels witttan understand how adverse events will change the
other field like firefighting. Everybody knows thatworld then we can insure (or hedge) against them by
poor wiring, dry highly flammable materials and npe preparing for that "rainy day."” This one of the goal

fire may cause fire. With simple things like changgisk management.

wiring, prevent open flames, it is possible to mizie From a quantitative perspective, risk assessment
risk of fire. The same could be addressed to Ik risrequires a mathematical model of the world comggsti
management. If business knows that IT risks anegoei of several input factors that are related to a unedie
monitored on timely basis, it may be sure nothiag b output. A natural setting for such a model is ie th

happens. realm of probability and statistics. If we assurhatt
we know the underlying probability distribution on
2. Problem how events will play out — and the precise

relationship of the input factors to the outpututes-
To make sure business is getting actuarpen risk assessment is reduced to estimating the

information about possible threats that may explo {kellh?_od ?]f these 6adverse events occurring over a
vulnerabilities and risks associated with it, ITkris 9\V€N time horizon.[6]

management must be done on real-time basis. 4. Why information technology real-time

It may be §a|d that there is a direct co_rrelatlo?isk management system?
between the risk assessment cycle and risk level]

because the longer the assessment cycle time ttee mOrganizations that are taking care of their infaiora
exposed is the organization is to attacks on atiticsystems, usually are taking risk assessment manuall
information assets. but it has some disadvantages:
Real-time risk management system should answer the e this method of risk assessment requires
main risk management question (what is wrong, angkperts to be very competent;
how bad it is) and make a decision or immediately o it is hard to create one list of vulnerabilities
inform responsible authorities if any risk exce#ts to include needs of all systems;
predefined value.[1-4] e the risk assessment is based on subjective
3. Theoretical aspects thoughts.of the members.of gxpert group;

e risk assessment is time-consuming procedure

Risk is a function of the consequences (ofrisk assessment for one information systems mkgy ta

impact) of an undesirable event and the likelihobd a day, depending on criticality of information ss);
that event occurring. Risk assessment is the psoces e because it is time consuming, usually risks of
whereby risk relationships are analyzed, and anformation systems are evaluated once a year,twhic
estimate of the risk of asset compromise is dew#lop may cause vulnerabilites and threats not to be
Compromise includes unauthorized disclosureoticed.
destruction, removal, modification, or interruption To avoid these disadvantages, risk assessment could
Options for managing risk include reduction, transf be divided into two parts:
avoidance, and acceptance. A risk assessment ¢ risk assessment using experts;
produces an estimate of the risk to an IT system at o fisk assessment done by the system.

given point in time. It answers the following Automatic system will not replace the skills of an

questions: expert, although it can dramatically increase the
e What can go wrong? accuracy and efficiency of the assessment process.
e How bad could it be? Ideally expert work should be combined with reports
e How likely is it to occur? [5] from real-time risk assessment system. An expert

Risk management is the process of identifyinghould participate in evaluation of:

exposure risks, defining controls and requiremémnts e back-up practice and policy;

manage risks, and implementing controls in a cost- e the contents of the recovery plan;
effective manner. Ideally risk management should o the status of the recovery plan;

answer those questions: o e the recovery location;
¢ Whatis the risk level of each application? e general contingency practice, procedure and
e How can critical vulnerabilities be found andpojicy:
mitigated? e network contingency;
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e application contingency.[7] i j
Beginning
Figure 1 shows a direct correlation between thk ris

assessment cycle time and the possible risk léel. <
longer the assessment cycle time the more expased i v
the organization is to attacks on critical inforroat
assets. Therefore, the most straightforward way to
reduce risk is by completing the assessment cycle
much faster. It will shrink the window of exposure.

By using real-time risk assessment it is possible t
shrink exposure to a single day or even an hour.
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Figure 1 "Risk assessment cycle”

As most people somehow related to IT security
know, only 1-2 percent of all vulnerabilities araly
critical from a potential business impact perspecti
The ones that lie along a potential attack pathrto a
important information asset create a real expoante

Recieve data
about future
actions

must be treated as a top remediation priority.alct,f \
most vulnerabilities are mitigated by specific coht
mechanisms like firewall or by the network End

architecture itself.

The security personnel challenge is to identify . . )
and mitigate in a cost — effective way critical 1-2  Figure 2 “Real-time risk management system’s
percent of vulnerabilities quickly enough to prevenflowchart”

potential exploitation by attackers. [8] ) ]
To create real-time risk management system

5. Real-time risk management system which would be able to analyze systems alarms and

og files and based on that evaluate risks, theee a

ree main activities required:

1. system should have as much defined risk
descriptions as possible;

2. system should have a defined action if there is no
such defined risk in systems database, for
example it may be able to teach itself;

3. decision should be made according to previously
gained knowledge and according to system faults
and log files.

Real time risk management system is network based

system which is capable to analyze traffic, auntis|

alarms from the systems in network and by using
mathematical models, make online risk assessment.

Real-time risk management system’s flowchart i
shown on figure 2.
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6. Model of real time risk management system
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Figure 3 ,Model of real-time risk management system
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7. Applying neural networks in model

A neural network is suited for simple to complerda
structured to unstructured problems (figure 2).Thas
neural networks can solve a much broader range of
problems than, for example, expert system, inclydin
problems that are almost completely random in eatur
Neural networks can be used to detect trends thaba
complex to be noticed by humans or other computer
programs, including those depicted in figure 2. A
trained neural networks can be thought of as querex

in the category of information it has been given to
analyze. This expert can then be used to provide
projections given new situations of interest angvaar
"what if " questions.[9]

Complex Expert

systems Neural

networks
Problem
Complexity /\
Simple
Conventional Statistics
software
Certain Moderately Very Completely
uncertan uncertain random

Figure 4 “Applying neural networks to solve probEm

Advantages Neuron networks include:

Adaptive learning - Neural network can learn hovdto
tasks based on the data given for training or ahiti
experience.

Self-organization - Neural network can create o
representation of the data set it receives dumaiging
time.

Real-time operation - Neural network can rapidly go
through millions or billions of simulations to trathe
data set in parallel.

To use neural networks in a real-time risk iderdificn
and prediction module, the first step is to fornalthe
problem. As shown in figure 5, the first step istdect

a problem that is suitable for an artificial neural
networks. As mentioned, suitable business applinati
fall into three categories:

Classification problems - Fraud detection, loan
approval, loan default and credit card applicatiéads
into this category.

Time series applications - Financial forecastinggclst
market prediction, bankruptcy prediction, bad debts
estimation, sales and expense forecasting are dzamp
of business applications in this category.

Data mining applications - Many marketing applicat
fall into this category, such as looking for pat&eiin
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Formulate problem

Create the database of
exapmles

Construct model using
training database

Evaluate model’s
performance

If valid, implement model

Figure 5 “Detecting risk level using neural
networks”

historical examples of input and output variables.
During model training, an neural networks learns th
patterns and correlations from a sample of input an
output data representing actual fraud occurrences a
nonfraud occurrences, respectively. The creatiothef
database is the most important step in the neural
networks developmental process. The input and outpu
values are keyed into the neural networks package t
construct a network that can then be used by an
accountant to make a decision about the possible
occurrence of fraud.

8. CONCLUSIONS

The real-time risk management system will be able to
teach itself by using neural networks and make
decisions which vulnerability can be addressedhahv
risk value.

For a system where this solution is proposed, there
are a few problems that might slow down the
implementation of real-time risk management:

e Not all systems are creating log files (some ofrthe
are old),

e Not all audit files are the same format (program or
tool is needed to make log files understandable for
automatic risk assessment system).

This means that at first, the most important systeans

customer databases, targeting customers, estimating©r9anization should be able to create audit files.

responses and analyzing demographics.
Basically, an neural networks computer software ehod
is constructed and “trained” from a database of
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organization and prevent risks before they reached
unacceptable value, therefore save money.
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